
Defensible 
Simple Security Model

Security Principles

Least Privilege
Segregation of Duties
Defence in Depth
Accountability
Availability
Simplicity
Reuse
Minimise Attack Surface
Compartmentalise
Fail Securely
Secure Default
Do not Trust Services

Logical Security Zone Pattern
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* Controlled means that the flows can be controlled on the host or at the network layer.
* Managed means that the endpoint host or server is fully managed including flow creation.

Semi-trusted
/ DMZs

Source (Initiator) Destination (Target Asset)
Push or Pull
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Planes and Substrates
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Transitive Trust Explained

A B C

A trusts B -> B trusts C -> thus A trusts C


